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Welcome to the 
2nd session of the 

Cybersecurity 
webinar series 

• Use the Q and A panel to ask 
questions.

• Use the Chat panel to 
communicate with attendees 
and panelists.

• A link to a recording of the 
session will be sent to all 
registered attendees.

• Please take the feedback 
survey at the end of the 
webinar.
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•Cybersecurity 
Webinar Series

• Session 1: Cybersecurity 
Basics, Recording available

• Session 2: Security Threats 
& Breaches, Today!

• Session 3: A Career in 
Cybersecurity, 18 October

Access Series @ 
http://bit.ly/cybersecseries

http://bit.ly/cybersecseries


Jeremiah O’Connor – Cisco Security – October 2018

So you want to become a 
Cybersecurity Professional??



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Agenda

1 Introduction

2 Background

3 Offensive

4 Defensive

6 Conclusion

5
Current 
Research/Roadmap
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• Mad Scientist at Cisco Security

• M.S. in Computer Science,
University of San Francisco

• Europol Virtual Currency Task 
Force

• National Cyber Investigative Joint 
Task Force

• OpenDNS Security and Trust

• Proud SFSPCA pitbull puppy owner

$ WHOIS Jeremiah
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• Data Science & Network Security

• Big Security Data

• DNS Traffic:
– ~100B DNS requests per day

– NEWLY SEEN DOMAINS!!

• Daily Tasks:
– Detection Algorithms

– Security Data Analysis

– Distributed Systems

– Big Data Engineering

– Data Viz

Cisco Security

Image: igmur
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Background
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So you want to be a CyberSec Pro!?!? 
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Offensive
(Breaking)
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Defensive
(Building)
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Delivery Vectors

Email Search Engine Ads Communication Channel
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New Cyber Threat Landscape

-Lower barrier of entry for attackers these 
days
-Open sourcing of exploits/malware
-Nation-State level relations evolving (ie. 
Russia, North Korea, Iran, etc.)
-Technology evolving/IOT
-Lack of CyberSec Professionals!!
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Security Analytics/
My Research/
YourRoadmap
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Fetch Page Source

“Newly Seen”

Blocking/Threat Intelligence/LE Reporting

Shallow 
Layer

Deeper 
Layers

Cisco
Umbrella

FQDN Classification

HTML Content Classification

Malicious Infrastructure Classification
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LSI Corpus 
Vector Space

Compare 
Query  

Against 
Corpus

Query 
(Input Document)

Create 
LSI Corpus

Creating
Corpus

HTML
Counts
Vector

HTML
TFIDF
Vector

HTML
LSI

Vector

HTML HTML
LSI

Vector
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Detected Site: lcoinbase.com  

Score: 0.9941726922988892

Corpus hit: Coinbase/www.coinbase.com.html

Timestamp: 2016–08–01T01:44:05.296Z
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http://lcoinbase.com
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Detected Site: www.myetnerwallet.com.send-status.info
Timestamp: 2018-09-26 01:49:47.140102
Score: 0.994288027287
Corpus Hit: MyEtherWallet/myetherwallet-com.org.html
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Detected Site: paxful.com.pl
Timestamp: 2018-09-25 21:27:55.864725
Score: 0.974158465862
Corpus Hit: Paxful/2fa-paxful.com_login.html
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Detected Site: xn--mytherwalet-3qb10c.com myėtherwaļlet.com
Timestamp: 2018-09-22 18:19:20.608507
Score: 0.960797846317
Corpus Hit: MyEtherWallet/myetherwallet.com.html
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Detected Site: gmaildesign.com
Timestamp: 2018-09-18 07:32:39.358743
Score: 0.990520238876
Corpus Hit: Google/gmailgoogle.co.html
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Coinhoarder Case
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Cisco
Security

Umbrella 
Investigate
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Details for blokchien.info

Details for block-chain.info
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All your files have been encrypted!

All your documents (databases, texts, images, videos, 
musics etc.) were encrypted. The encryption was done 
using a secret key that is now on our servers.

To decrypt your files you will need to buy the secret 
key from us. We are the only on the world who can 
provide this for you.

What can I do?

Pay the ransom, in bitcoins, in the amount and wallet 
below. You can use LocalBitcoins.com to buy bitcoins. 
Email Us at  *********@***********

Bitcoin Amount: 0.5

Wallet for Sending Bitcoins: 
1FfrH3KokFDpg5TABBW8sySe6nM4mFTNvT
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Multiple cybercriminal operations

BTC

Ransomware

BTC as 
Ransomware
payment

USD to 
buy BTC

Purchase 
RaaS

Phishing Operator

RaaS Operator

Phishing Victims

Ransomware victims
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Law Enforcement (Public) 

Private Sector
(Industry/Private)

Wallets/Exchanges
(Financial/Private)

Effective 
Collaboration
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http://blockchalna.info
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http://vblockchain.info
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http://vblockchain.info
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https://bockchain.info
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https://blockcharin.info
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https://blockchrarin.info
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2FA Bypass

Victim enters 
credentials on 
phishing site

Malicious actor intercepts 
credentials and forwards to 
legitimate domain

2FA prompt

Malicious actor obtains 2FA  
code

Victim enters 
2FA code staying 
on phishing page
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https://blockchain.info/address/15tEH346aPmeDBuWRh1LEk9bdtiVHk7Tqw

https://blockchain.info/address/3QK3bfcYkTJbhuUsBVgfY7FxGaMYDxrHDG

https://blockchain.info/address/19yAR4yvGcKV3SXUQhKnhi43m4bCUhSPc

https://blockchain.info/address/13wahvu3FP8LK8P51UmEkhBUhyC7mzkrn3
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Source: Bitcoinist
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Individuals in crypto attacks are much 
“softer” targets than going after established 
financial institutions. Criminals from all 
realms, organized crime and nation-state 
are taking notice of this. As crypto asset 
technologies develop and enable millions 
to become their own bank. It is important 
to keep in mind that when you’re your own 
bank, security is imperative!

Cisco
Security

We are witnessing a restructuring of the 
criminal economy and the methodology 
to launder their newly stolen digital assets. 
Anti-money laundering laws coming into 
play just moving 1 BTC making converting 
large amounts of crypto to fiat currencies 
no easy task. Criminals will have to figure out 
how to convert their money to FIAT via other 
means without tipping off law enforcement 
agencies of their fraudulent identity.
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3. Ukraine, Netherlands, Eastern Europe, Russia is 
a hot bed for many types of financial attacks and 
home to known bulletproof hosting providers. In 
2017 we have witnessed a substantial rise 
specifically in crypto targeting in the region.
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Conclusion
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Questions?
@jmoconnor415
jeoconno@cisco.com

mailto:jeoconno@cisco.com


Intro to Cybersecurity Self-Enroll Course

You can enroll today to learn more @ http://bit.ly/introsecurity

http://bit.ly/introsecurity



